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Cyber Security Awareness Training for your whole workforce
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Upskill your team to identify
weaknesses and prevent attacks.

Prevention is more cost-effective than
remediation. Regular training is an
investment that pays off by reducing the risk
of incidents and the associated expenses of
recovering from a breach.

Cultivate a Cyber Aware culture within your
business, by team empowerment, through
programs with defined learning outcomes,
designed by expert Instructional designers.
Build business resilience and grow your
team’s confidence in an increasingly
challenging threat environment.

Cyber Essentials training will:

© Mitigate human error: 95% of breaches are the result of human error. Targeted,
right-fit training for different stakeholder groups empowers your team and
sends the cyber criminals elsewhere.

@ Fortify your frontline: equip your team with the knowledge and skills to
recognise and thwart cyber threats. Turn your team into vigilant guardians
against threats of phishing, ransomware and other malicious activities.

© Improve yourrisk profile: Minimise the risk of legal repercussions, business
disruption and penalties, reduce your cyber insurance premiums and ensure
your reporting and compliance obligations are met, year-round.

@ Protect from emerging threats: New attacks are constantly emerging. Cyber
Essentials content is constantly updated to reflect new tactics and
vulnerabilities. Stay ahead of emerging threats with regular micro-learning
scaled to your industry.



RIGHT FIT, FLEXIBLE, LOCALISED
CYBER SECURITY TRAINING

Cyber Essentials offers a scalable solution to fit your
specific business requirements.
Need one-off fast upskilling for your whole workforce? Looking for ongoing

training to maintain ISO27001 certification and minimise your insurance
premiums? Cyber Essentials for Employees is ready to go today!

© Looking for Bespoke training customised to your specific requirements?
Integrate custom video, training topics and learning pathways to align with
your organisation’s policies and procedures

Cyber Essentials Training Topics include:

Policies and Identifying ‘Zero Trust’ Roles and

procedures cyber threats mindset responsibilities
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Phishing Malware and Cyber hygiene  Data flows, Cyber
emails and Ransomware in the security and Security
malicious links  identification workplace protection Incidents
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Would your employees take the bait?

Optional additional testing simulations are available as part
of your Cyber Essentials training package. Design a custom
testing program to ensure your training is changing
behaviours and improving your business’s Cyber Culture.

Access your WIT member discount and upskill your staff now!
® 0415777 230
Q@ ross.medina@edtechgroup.com.au

cyberpathways.com.au/wit



https://cyberpathways.com.au/wit
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CYBER ESSENTIALS TIERED
TRAINING OPTIONS

Cyber Essentials

Essentials for Bespoke
Employees Essentials
Standard content Custom training module
modules covering core content developed
Cyber Security and deployed within
curriculum your LMS

Learning Pathways:
Micro-lessons or
extended delivery

New content released
for emerging threat

Built-in testing:
knowledge and skills

Cyber Security
cultural change

12-months access to
course content
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Completion
Dashboards and
Reporting

Bespoke course
content for specific
company challenges

Custom introductory
videos from company
senior leadership

Integration of
company brand into
learning platform

Integration of
company policies and
procedures into
learning outcomes

Integrated into
company. LMS
Optional

Q9 & 000 00QCQCQ0

—
e
—

Access your WIT member discount and upskill your staff now!
® 0415777 230
@ ross.medina@edtechgroup.com.au

cyberpathways.com.au/wit
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CYBER
RISK AUDIT

SCAN. ASSESS. MONITOR. FORTIFY.

Upskill your team to identify
weaknesses and prevent attacks.

No organisation is exempt from human risk;
small, interrelated events can turn into
sophisticated social engineering and phishing
scames...and the ripple effect of these mistakes
can have tangible consequences for
businesses of all sizes.

Do you understand your
business’s cyber risk profile?

CyberRisk Audit is an independent monitoring

9 OUTOF10 tool designed to monitor and report on actual

ORGANISATIONS processes and behaviours in use at your

e ;gf’eﬁi‘ifgy\f%ﬁfgﬁ ég‘;tm - orgorllsc:tlon.’Cyberngk Audit provides an
overview of High, Medium and Low risk

activities giving you a prioritised risk profile

and recommendations for fortification.

Our CyberRisk Audit will help you:

@ Discover the sensitive data stored
across your organisation

Assess the handling of data within ry I~
your IT ecosystem

reach.

happening now across your
organisation

@ Understand behavioural activity
©

Define acceptable compliance
programs; educate and upskill your
staff, customers and broader
community on cyber security culture

Receive clear prioritised
recommendations for training,
process and technolo%y to support
your organisation’s Cyber Security
roadmadp and future investment
decisions.
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Imagine understanding your
business’'s cyber health inside out
It's not a matter of if, but when cyber criminals will come for your business.

Applying basic techniques will no longer protect your business in the face of
increasingly sophisticated attacks.
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Nearly 43% of cyber 54% of businesses The average data
attacks are targeted admit their IT teams breach cost in Australia
at SME's. Only 14% lack experience to is now $3.35M, taking
are prepared for manage complex 286 days from detection
such an attack cyber attacks to containment.

The benefits of CyberRisk Audit include:

© Resource-light: We won't tie up your IT teams for days on end. Our program
requires a single day on-site, following by a 2-3 week forensic monitoring
period to assess actual data flows and behaviours.

© Independence: We don't sell expensive hardware or software solutions.
Our audit programs is platform agnostic and delivers a risk mitigation
and improvement plan.

@ Tailored: Highlights non-compliance across your chosen framework
(ASCS Essential8 or 1ISO27001)

© Detailed and fast: In 3 weeks, you'll understand your cyber vulnerabilities,
with reports suitable for Board/C-Suite presentations, with a clear path
forward to reduce your cyber risk.

Would your employees take the bait?

Understanding where your data sits, who has access to it, and what they are
doing with it, is the first step to creating a holistic overview of your cyber
security posture.

Data Storage

Email usage

Application usage

Sensitive Data Access and usage
File access & authorisation
Actual Data Transfer Behaviours

Audit your business's cyber health, change behaviours,
and embrace a cyber safety culture at your work!
Access your WIT member discount and protect your systems now!

® 0415777 230
© ross.medina@edtechgroup.com.au

cyberpathways.com.au/wit
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